Abstract-This letter studies and compares the physical-layer security approach and the covert communication approach for a wiretap channel with a transmitter, an intended receiver and an eavesdropper. In order to make the comparison, we investigate the power allocation problems for maximizing the secrecy/covert rate subject to the transmit power constraint. Simulation results illustrate that if the eavesdropper is not noisy or it is near to the transmitter, covert communication is more preferable.
• For the basic wiretap channel, we study and compare the secrecy rate and covert rate for the two approaches.
• We show that covert rate does not depend on the distance between the source and eavesdropper.
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• In addition, we also obtain the optimal power threshold in closed-form from the perspective of the eavesdropper, for the case of covert communication.
• To have meaningful comparison between PLS and covert communication, the optimal power allocation problems for maximizing the secrecy rate and covert rate need to be addressed. To solve these, we exploit a property in the transmit power constraint and illustrate that the problems can be transformed into geometric programming (GP), so that they can be solved by convex approaches.
II. SYSTEM MODEL
The system model under consideration consists of a single transmitter (Alice), an intended receiver (Bob), and an eavesdropper (Eve). Alice aims to send a private message to Bob by transmitting a jamming signal to mask the message to Bob. We consider two approaches for providing the required secret communication: 1) PLS, and 2) covert communication. The distance from Alice to Bob, and that from Alice to Eve are donated by d ab , and d ae , respectively. Moreover, we denote the channel coefficients between Alice and Bob, and between Alice and Eve as h ab and h ae , respectively.
The channel coefficients are assumed to be circularly symmetric complex Gaussian with zero mean and unit variance. We consider a discrete-time channel with Q time slots, each with length of n symbols. The transmit signal to Bob and the jamming signal in each time slot can be written, respectively, as
The received signal at receiver m (Bob or Eve) is y m =
+ η m , where p j and p ab are the power allocated for jamming and transmitting Alice's message to Bob, respectively, α denotes the path-loss exponent, and η m ∼ CN 0, σ 2 m I n represents the received noise vector at user m. As a consequence, the signal-to-interference plus noise ratio (SINR) at Eve and Bob can be expressed as
, respectively. Therefore, the secrecy rate at Bob can be written as [4] :
where
A. Optimization Problem
Considering PLS, the system aims to maximize the secrecy rate at Bob subject to a transmit power constraint. That is, max p ab ,pj IV. COVERT COMMUNICATION For the case of covert communication, based on the received signal power, Eve decides on whether Alice sends a message. In this case, the received signal at receiver m (Bob or Eve) is
where Ψ 0 specifies the case where Alice does not transmit any message to Bob, while Ψ 1 states that Alice indeed transmits a message to Bob. Each symbol of the received signal at Eve, y e , follows CN 0, σ 2 e + γ , in which the probability density function (PDF) of γ for γ > 0 is given by [2] f ΓΨ (γ) =
. The SINR at Bob is
When Eve mistakenly decides Ψ 1 while Ψ 0 is true, false alarm (FA) with probability P F A occurs, while if Eve decides Ψ 0 while Ψ 1 is true, miss detection (MD) with probability P M D appears. Alice is said to have covert communication to Bob when the following constraint is satisfied [2] :
As illustrated in [2] , for minimal detection error at Eve, the optimal decision rule is written as
is defined as the total power received by Eve in a time slot, y e denotes the th symbol of y e , and ϑ is the threshold for decision at Eve, and n is the number of symbols used in a time slot. The FA and MD probabilities are given by [3]
where χ 2 2n is a random variable with chi-squared distribution with 2n degrees of freedom. Therefore, we have
The proof of (8) and (9) can be found in Appendix A.
A. Optimal Threshold for Eve
The security performance depends on the decoding performance of Eve and from Eve's viewpoint, the power threshold needs to be optimized by min ϑ P F A + P M D . It can be shown in Appendix B that the optimal ϑ is given by
where ϑ * = ln ψ0 ψ1 + σ 2 e ψ0−ψ1 ψ0ψ1 ψ0ψ1 ψ0−ψ1 . By substituting (10) into (8) and (9), and since ϑ * ≥ σ 2 e is always true, we have
.
B. Optimization Problem
Our aim in this system model is to maximize the covert rate at Bob subject to the transmit power constraint and the covert communication condition at Bob, i.e., (5) is satisfied. Hence, we consider the following optimization problem:
Constraint (11b) specifies the total power constraint for Alice while (11c) corresponds to the worst-case covert rate requirement for Bob. For solving (11), we first solve min ϑ P F A +P M D to obtain the optimal ϑ, denoted by ϑ * , for Eve. Then we solve (11) based on ϑ * . Note that P ψ1 refers to the probability of transmission data to Bob. This will be discussed next.
V. SOLUTIONS TO THE OPTIMIZATION PROBLEMS Problems (1) and (11) are nonconvex because their objective functions are not concave. Also, (11c) is nonconvex. To solve them, we resort to successive convex approximation (SCA), and consider the scenario, in which the summation of jamming and data power is fixed, i.e., p ab + p j = p max , which is a common assumption in the security literature, e.g., [5] - [7] .
A. The PLS Case
By using the epigraph method [8] , we can rewrite (1) as
Next, we solve this problem using SCA and study the scenario when the total jamming and data power is constant. 1) Locally optimal solution: SCA: The objective function, (12b) and (12d) are affine but (12c) is nonconvex. As a result, the problem is unfortunately nonconvex. To tackle this, we employ the SCA approach to approximate (12c) by a convex constraint. This is done by rewriting (12c) as
where the equation belongs to the difference of two concave functions. We now adopt the difference of convex functions (DC) method to approximate (13) to a convex constraint. To this end, we rewrite (13) as
By using a linear approximation, we have
where (.) T denotes the transpose operator and ∇ is the gradient operator. Moreover, we have
. Therefore, after utilization of DC, (12) can be approximated to a convex optimization problem, which can be solved by available softwares as CVX solver [9] .
2) Equality transmit power constraint: Globally optimal solution: From numerical results, it can be observed that at the optimum, the total transmit power consumption is almost the same as the power constraint. As such, we can replace the inequality constraint (11b) by the equality constraint, which is in fact a common trick in the literature [5] - [7] . Moreover, if we consider the case that Alice always spends all the available power for transmission, i.e., p ab +p j = p max , then this scenario has an optimal solution. Now, we define
(16) Then, the secrecy rate becomes
(17) When λ = 0, the secrecy rate is zero. As we aim to find the optimal λ, we have ∀λ optimum ∈ [0, 1], the argument within the function [·] + in (17) should be positive. Therefore, the secrecy rate optimization problem can be recast into
Optimization problem (18) is a generalized posynomial, because it is equivalent to the GP form as follows:
For solving the GP problem (19) which is convex, we can exploit available softwares as CVX solver [9] .
B. The Covert Communication Case
As the optimization problem (11) is nonconvex, we will adopt similar approaches as in the PLS case described above.
1) Locally optimal solution: SCA: Similar to Section V-A1, we can approximate the objective function as Υ (P) −Ω (P). Hence, constraint (11b) can be rewritten as (20) where (20) is the difference of two convex function. Again, we adopt the DC method to approximate it to a convex constraint as Λ (P) = (P) ‫א−‬ (P). Therefore, after utilization of the DC approximation, (11) can be rewritten as
which is convex and can be solved by solvers as CVX [9] .
2) Equality total transmit power constraint: Globally optimal solution: In this part, similar to Section V-A2, we consider the case that p ab + p j = p max . Hence, (11) is rewritten as
The constraint above is now convex and since the logarithmic function is increasing, we can maximize
. As a result, our aim is to minimize the denominator of g(λ), which is convex. Thus, our optimization problem is convex, which we can solve efficiently using well-known solvers as CVX [9] .
VI. SIMULATION RESULTS
In this section, we present the computer simulation results to evaluate and compare PLS and covert communication. In the simulations, we set the parameters as p max = 5 Watts, Fig. 1(a) compares the proposed solutions with optimal values which are obtained from the exhaustive search method. As seen, in the proposed system model, Alice uses all the available power mostly, and hence the consideration of a fixed total power scenario, leading to the optimization problems, (1) and (11), solved by SCA, appears to be reasonable. Fig. 1(b) shows the covert and secrecy rate versus the distance from Alice to Eve. The main results in this figure are: 1) When Eve is near to Alice, covert communication has higher rate than PLS, but when Eve gets further away from Alice, the secrecy rate increases while the covert rate is fixed. The reason is that constraints (11b), (11c) and the objective function (11) are not function of d ae . 2) When the noise power [11] . In contrast, for covert communication, whether the eavesdropper or legitimate node transmits jamming the covert rate increases because in these cases the message is hidden in the jamming signal.
VII. CONCLUSION
This letter investigated and compared PLS and covert communication for a 3-node wiretap channel. We first obtained the optimal power threshold in closed-form for the eavesdropper, and then formulated the optimization problems at which the main aims are to maximize secrecy/covert rate subject to the transmit power constraint. Due to non-convexity of the problems, we adopted the SCA method and solved the problems by convex optimization. The numerical results showed that if the eavesdropper is near to the source, covert communication is preferred, while if the eavesdropper is further away from the source, PLS is more beneficial. Furthermore, if the noise power APPENDIX A According to the strong law of large numbers (SLLN), χ 2 2n converges to 1, and based on the Lebesgues dominated convergence theorem [10] , we can replace χ 2 2n with 1, when n → ∞ . Hence, we can rewrite (6) as P F A = P σ 2 e + γ > ϑ |Ψ 0 , P M D = P σ 2 e + γ < ϑ |Ψ 1 .
(23)
By using the distribution of γ as explained in (3), we calculate (23) and we reach to (8) 
